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SPECIFICATIONS (cont’d): 
                
EXPERIENCE: 
At least ten (10) years of progressively responsible IT experience, five (5) years of which must have 
included progressively specialized IT security responsibilities. 
  
COMPLEXITY: 
Individual contributor and acknowledged expert in IT security.  Works independently; routinely coaches other 
professionals on technical issues.  Ability to execute highly complex or specialized projects; develops new 
solutions to complex problems. 
  
IMPACT OF ACTIONS: 
Errors in work typically lead to significant business risks and costs. The incumbent functions autonomously 
and as an advisor to senior business and technical leadership. 
  
SUPERVISION EXERCISED: 
 

Direct Supervision: 
No direct reports. 
 
Indirect Supervision: 
No indirect reports. 

         
CONTACTS: 
         

Internal Contacts: 
Level of internal contact is primarily with managers, Assistant Directors, and Deputy Directors. 
Interaction involves considerable explanation and persuasion leading to decision, agreement or rejection 
on complex issues; diplomacy is required; problem-solving discussions regarding responsibilities, 
finance or work flow or to facilitate change.          
         
External Contacts: 
Level of external contact is primarily with senior-level representatives of government agencies, guests, 
vendors and professional contacts with affiliated organizations. Interaction requires substantial 
sensitivity and persuasion leading to resolution of complex issues, e.g., project coordination and higher-
level problem resolution. 

   
PHYSICAL EFFORT: 
The position is physically comfortable; the individual has discretion about walking, standing, etc. 
  
WORK ENVIRONMENT: 
There are no major sources of discomfort, i.e., essentially normal office environment with acceptable 
lighting, temperature and air conditions.  Significant time spent using computer display, keyboard, and 
mouse.       
   
PHYSICAL SKILL: 
Requires the ability to make closely coordinated eye/hand movements within very fine tolerance and/or 
calibration demands. 
  
MISCELLANEOUS: 
All duties and responsibilities may not be included in the above job description. 
 
 
 
 
 



 

 

JOB FAMILY:  Information Technology – Security 
 
Technical Track: Management Track: 
IT Associate – Security -- 
IT Specialist – Security -- 
IT Professional – Security IT Lead -- IT Security 
Senior IT Professional – Security  IT Manager -- IT Security 
IT Expert – Security Information Security Officer (ISO)   
 
Effective: November 2015 
Revised: February 2016 
 


