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SPECIFICATIONS (cont’d): 
               
COMPLEXITY: 
Team leader that is fully proficient in applying established standards; knowledge base acquired from several 
years of experience in particular area. Coaches team members on technical issues as well as training, 
interpersonal skills, decision making, problem resolution, career development, etc.  Ability to execute 
moderately complex or specialized projects; adopts precedent and may make significant departures from 
traditional approaches to develop solutions.  Security system or application specific technical training and/or 
certifications will often be required (post-hire). 
  
IMPACT OF ACTIONS: 
Errors in work typically lead to moderate inconvenience, risk and costs. The incumbent functions 
autonomously on technical matters, but relies on manager for final approval of personnel-related matters for 
the team. 
 
SUPERVISION EXERCISED:   
          

Direct Supervision: 
Involves scheduling, limited supervision and evaluation of team and individual performance.  Makes 
recommendations to manager regarding personnel actions such as team member performance 
evaluations, hiring, terminations, disciplinary action, and pay changes of non-supervisory team 
members. 
         
Indirect Supervision: 
No indirect reports. 

         
CONTACTS: 
         

Internal Contacts: 
Level of internal contact is primarily with professionals, managers and Assistant Directors. Interaction 
requires substantial sensitivity and cooperation; e.g., basic project interaction.         
         
External Contacts: 
Level of external contact is primarily with citizens, visitors and/or mid-level representatives of 
government agencies, guests, vendors and professional contacts with allied organizations. Interaction 
requires substantial sensitivity and cooperation; e.g., lower-level problem resolution, providing 
information to citizens who from time to time may be irate. 

 
PHYSICAL EFFORT:  There are occasional minor discomforts from exposure to less-than-optimal 
temperature and air conditions. The position may involve dealing with modestly unpleasant situations, as 
with occasional exposure to office chemicals and/or extensive use of a video display terminal 
 
WORK ENVIRONMENT: 
There are no major sources of discomfort, i.e., essentially normal office environment with acceptable 
lighting, temperature and air conditions. 
  
PHYSICAL SKILL: 
Requires the ability to make closely coordinated eye/hand movements within very fine tolerance and/or 
calibration demands. 
 
 
MISCELLANEOUS: 
All duties and responsibilities may not be included in the above job description. 
 
 
 



 

 

JOB FAMILY:  Information Technology – Security 
 
Technical Track: Management Track: 
IT Associate – Security -- 
IT Specialist – Security -- 
IT Professional – Security IT Lead -- IT Security 
Senior IT Professional – Security  IT Manager -- IT Security 
IT Expert – Security Information Security Officer (ISO)   
 
Effective: November 2015 
Revised: February 2016 


